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ABSTRACT Cloud Computing is compelling, it is a rapidly growing trend in IT, and it is forcing significant advances 
in supporting technologies. The cloud model allows greater scalability and the change from a capital-heavy 

model of IT spending toward an operating model that is subscription-based brings new opportunities for a broader set of users and 
tenants to place larger bets with lower risk. Cloud computing allows providers to develop, deploy and run applications that can easily 
grow in capacity (scalability), work rapidly (performance), and never (or at least rarely) fail (reliability), without any concerns on the 
properties and the locations of the underlying infrastructures. The penalties of obtaining these properties of Cloud Computing are to 
store individual private data on the other side of the Internet and get service from Cloud providers and consequently result in security 
and privacy issues. The primary concerns for cloud security are around cloud infrastructure, software platform and user data. When a 
cloud is implemented with appropriate security, there cloud security could be equal to or exceed traditional IT implementations. This 
paper deals with the data security in cloud computing with appropriate methods and approaches.

Data Security and Protection in Cloud 
Computing

I.	 Introduction
Cloud computing is a network-based environment that refers 
to both the applications delivered as services over the Internet 
and the hardware and software in the datacenters that provide 
those services. In cloud, costumers must only pay for what they 
use. The three types of cloud environments are Public, Private, 
and Hybrid. A Public cloud is standard model by which provid-
ers provide several resources, such as applications and storage, 
available to the public. Private Cloud refers to internal services 
of a business that is not available for ordinary people. Hybrid 
cloud, a combination of private and public cloud is an environ-
ment that a company provides and controls some resources that 
are only accessible by certified staff and protected by firewalls 
from unauthorized outside access and has some others for pub-
lic use. Cloud offers three major types of services: SaaS, PaaS, 
and laaS[1].

Like every other proposed technology, there are security con-
cerns around storing and processing sensitive data in a public 
or hybrid cloud. Data security requirements vary depending on 
the service models, the deployment models, as well on risk tol-
erance. Cloud data security is far more than simply data protec-
tion. Some kinds of data are simply too sensitive and that the 
consequence of data exposure is too great for some customers 
to seriously consider using a public cloud for processing. Cost 
of providing such security assurance is incompatible with the 
cost model of a public cloud. If such data security needs prevail, 
community or private cloud may be more appropriate. Figure 1 
shows Meeting security needs: Public, Community and Private 
Clouds

When data resides in private cloud, appropriate data assur-
ance is not practiced. When data is stored with a CSP, the CSP 
assumes at least partial responsibility (PaaS) in the role of data 
custodian. A data owning organization can benefit from their 
CSP having control and responsibility for customer data in the 
SaaS model. The data owning organization is progressively re-

sponsible beginning with PaaS and expanding with IaaS. But 
appropriate data assurance can demand significant security 
competence for the owning organization [11].

 

The less control the data owning organization has the more con-
cern and the greater the need for assurance that the CSPs secu-
rity mechanisms and practices are effective for the level of data 
sensitivity and data value. The owning organization’s respon-
sibility for security runs deeper into the stack for the owning 
organization as they move from SaaS to PaaS and again to IaaS.

Risks to data security in clouds are presented to two states of 
data: Data that is at rest and data that is in motion.[8] The secu-
rity triad (confidentiality, integrity, and availability) along with 
risk tolerance drives the nature of data protection mechanisms, 
procedures, and processes. The key issue is the exposure that 
data is subject to in these states. 

II.	 Characteristics of Data Security 
A.	 Encryption
Use of encryption is a key component for cloud security but if 
the keys are exposed or if encryption endpoints are insecure, 
it is pointless. Control over these endpoints vary depending on 
the service and deployment model. Encrypting data-at-rest is 
possible if you are using an IaaS cloud service (public or pri-
vate) for simple storage (Amazon’s S3). However, encrypting 
data-at-rest that a PaaS or SaaS cloud-based application is using 
(e.g., Google Apps, Salesforce.com) as a compensate control is 
not always feasible.

Data-at-rest used by a cloud-based application is generally 
not encrypted, because encryption would prevent indexing or 
searching of that data. Data-in-transit might be encrypted dur-
ing transfer to and from a cloud provider. An organization’s data 
is definitely not encrypted if it is processed in the cloud (public 
or private). For any application to process data, that data must 
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be unencrypted. Until June 2009, there was no known method 
for fully processing encrypted data. In June 2009, IBM an-
nounced that one of its researchers had developed a fully homo-
morphic encryption scheme which allows data to be processed 
without being decrypted.[5][14][15].

It will have a significant positive impact on cloud computing as 
soon as it moves into deployment. Although the homomorphic 
scheme has broken the theoretical barrier to fully homomor-
phic encryption, it required immense computational effort.

B.	 Data Lineage
Whether the data an organization has put into the cloud is en-
crypted or not, it is useful and might be required to know ex-
actly where and when the data was specifically located within 
the cloud. For example, the data might have been transferred 
to a cloud provider, such as Amazon Web Services (AWS), on 
date x1 at time y1 and stored in a bucket on Amazon’s S3 in ex-
ample1.s3.amazonaws.com, then processed on date x2 at time 
y2 on an instance being used by an organization on Amazon’s 
Elastic Compute Cloud (EC2) in ec2-67-202-51-223.compute-1.
amazonaws.com, then restored in another bucket, example2.
s3.amazonaws.com, before being brought back into the organi-
zation for storage in an internal data warehouse belonging to 
the marketing operations group on date x3 at time y3.[11][16].

Following the path of data is known as data lineage, and it is im-
portant for an auditor’s assurance However, providing data line-
age to auditors or management is time-consuming, even when 
the environment is completely under an organization’s control. 
Trying to provide accurate reporting on data lineage for a public 
cloud service is really not possible.

C.	 Data Provenance
Even if data lineage can be established in a public cloud, for 
some customers there is an even more challenging requirement 
and problem: Proving data provenance.

Provenance means not only that the data has integrity, but also 
that it is computationally accurate. [16][5][17].

D.	 Data Remanence
A final aspect of data security is data remanence. “Data rema-
nence is the residual representation of data that has been in 
some way nominally erased or removed. This residue may be 
due to data being left intact by a nominal delete operation, or 
through physical properties of the storage medium. Data rema-
nence may make inadvertent disclosure of sensitive information 
possible, should the storage media be released into an uncon-
trolled environment

The risk posed by data remanence in cloud services is that an 
organization’s data can be inadvertently exposed to an unau-
thorized party—regardless of which cloud service you are us-
ing (SaaS, PaaS, or IaaS). When using SaaS or PaaS, the risk is 
almost certainly unintentional or inadvertent exposure. In spite 
of the increased importance of data security, the attention that 
cloud service providers (CSPs) pay to data remanence is strik-
ingly low. [16][18][5]

III.	Concerns of Data Security 
For data stored in the cloud (i.e., storage-as-a-service), we are 
referring to IaaS and not data associated with an application 
running in the cloud on PaaS or SaaS. In today’s competitive 
economy, data is the primary asset enterprises and individuals 
possess. In cloud computing, level of Security offered by various 
cloud providers are not same and raises the security issues. For 
this reason many companies are concerned over the protection 
of data as their entire data is being controlled by a central au-
thority. Data Security is concerned with three broad categories: 
Confidentiality, Integrity and Availability.

A.	 Confidentiality 
Confidentiality is a goal to achieve adequate security in Cloud. 
Keeping all confidential data of users’ secret in the Cloud sys-
tems is a big obstacle for users to step into it, as many users said 

”My sensitive corporate data will never be in the Cloud” in the 
article named ”Above the Cloud” [19]. Cloud Vendors adopted 
the two approaches called Physical isolation and Encryption to 
achieve Confidentiality.

Virtual Local Area Networks, Firewalls, Packet filters should 
be deployed to achieve the virtual physical isolation.For Exam-
ple, Vertica [20] deploys its database on the Amazon EC2 and 
provides VPN and firewall to secure its database, as shown in 
Figure 3 [20]. When a Vertica database instance is provisioned 
by the Amazon EC2, it provides users full root access so users 
can secure the system as they see it. They chose to create a VPN 
between their enterprise users and their Vertica for the Cloud 
instance and set up a firewall to the outside world. Aside from 
the VPN port and software, they blocked off all external com-
munication.

Fig. 3. Vertica Provides VPN and Firewall to Secure Its Database

Encrypted storage is another choice to enhance the confidenti-
ality. For example, encrypting data before placing it in a Cloud 
may be even more secure than unencrypted data in a local data 
center. Symmetric encryption involves the use of a single secret 
key for both the encryption and decryption of data. Only sym-
metric encryption has the speed and computational efficiency 
to handle encryption of large volumes of data. It would be highly 
unusual to use an asymmetric algorithm for this encryption use 
case. Asymmetric algorithm is not used in data storage encryp-
tion.

With symmetric encryption, the longer the key length , the 
stronger the encryption. Although long key lengths provide 
more protection, they are also more computationally intensive, 
key lengths should be a minimum of 112 bits for Triple DES 
(Data Encryption Standard) and 128-bits for AES (Advanced 
Encryption Standard)—both NIST-approved algorithms.[16]

Another confidentiality consideration for encryption is key 
management. It is not recommended that you entrust a cloud 
provider to manage keys—at least not the same provider that is 
handling your data. This means additional resources and capa-
bilities are necessary. That being said, proper key management 
is a complex and difficult task. .

B.	 Integrity
Encryption alone is sufficient for confidentiality, but integrity 
also requires the use of message authentication codes (MACs)
[21]. The simplest way to use MACs on encrypted data is to use 
a block symmetric algorithm in cipher block chaining (CBC) 
mode, and to include a one-way hash function. Integrity of data 
should be maintained to ensure that neither data was lost nor 
modified by unauthorized users. Another aspect of data integ-
rity is important, especially with bulk storage using IaaS. Once 
a customer has several gigabytes (or more) of its data up in the 
cloud for storage, there are IaaS transfer costs associated with 
moving data into and back down from the cloud, as well as net-
work utilization (bandwidth) considerations for the customer’s 
own network. It is necessary to validate the integrity of its data 
while that data remains in the cloud—without having to down-
load and reupload that data.

Cloud Computing system provides volume data in terms of Tera 
Bytes or Peta Bytes. To scale up the data storage in the Cloud 
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Computing systems, vendors need to increase the population 
of hard drives. This may consequently result in increased high 
probability of either node failure or disk failure or data corrup-
tion or even data loss. Secondly, disk drives are getting bigger 
and bigger in terms of their capacity, while not getting much 
faster in termsof data access. The Zetta system provided by 
Zetta mainly focus on data integrity for Cloud Computing stor-
age services, which has a similar idea to RAID systems [22][23].

Digital signature is a commonly used technique for data integri-
ty testing. The widely adopted distributed file systems GFS and 
HDFS usually divide data in large volumes into a set of blocks, 
each of which has a default size (e.g., 64MB, 128Mb). When a 
block of the data is physically stored on, a digital signature is 
attached to it. This digital signature is able to test the integrity 
of the data, and recover from corruption. 

C.	 Availability 
In simple terms, availability means that an organization has its 
full set of computing resources accessible and usable at all times. 
Availability can be affected temporarily or permanently, and a 
loss can be partial or complete. Denial of service attacks, equip-
ment outages, and natural disasters are all threats to availability. 
Despite employing architectures designed for high service reli-
ability and availability, cloud computing services can and do ex-
perience outages and performance slowdowns.[8][16].

There are currently three major threats in this regard. The 
first threat to availability is network-based attacks. The second 
threat to availability is the CSP’s own availability. No CSPs of-
fer the sought-after “five 9s” (i.e., 99.999%) of uptime. A cus-
tomer would be lucky to get “three 9s” of uptime. As Table 1 
shows, there is a considerable difference between five 9s and 
three 9s [16]. A number of high-profile cloud provider outages 
have occurred. For example, Amazon’s S3 suffered a 2.5-hour 
outage in February 2008 and an eight-hour outage in July 2008. 
In addition to service outages, in some cases data stored in the 
cloud has actually been lost. In February 2009, cloud provider 
Coghead suddenly shut down, giving its customers fewer than 
90 days (nine weeks) to get their data off its servers—or lose 
it altogether.

Table 1. Percentage of uptime

Finally, prospective cloud storage customers must be certain to 
find out just what services their provider is actually offering. 

IV.	 Cloud data protection methods
Protecting data in the cloud is just like protecting data within a 
traditional data center. Besides Encryption, Authentication and 
identity, access control, , secure deletion, integrity checking, and 
data masking are all data protection methods that have applica-
bility in cloud computing.

Authentication and Identity
Authentication of users can be performed by means of cryptog-
raphy. Stronger authentication requires additional factors; for 
instance, two factor authentication is based on two authentica-
tion factors (such as a pin and a fingerprint)[11].

Access Control Techniques
Access control mechanisms are a key means by which we main-

tain a complex IT environment that reliably supports separation 
and integrity of different levels of information belonging to mul-
tiple parties. The most common access control models are:

• 	 Discretionary Access Control (DAC): With DAC, access con-
trol is determined by the owner of the object who decides 
who will have access and what privileges they will have. 
Permission management in DAC can be very difficult to 
maintain; furthermore, DAC does not scale well beyond 
small sets of users.

• 	 Role Based Access Control (RBAC) Access policy is deter-
mined by the system. RBAC access is based on the role of the 
subject. A subject can access an object or execute a function 
only if their set of permissions—or role—allows it [8][10].

• 	 Mandatory Access Control (MAC) Access policy is deter-
mined by the system and is implemented by sensitivity la-
bels, which are assigned to each subject and object. A sub-
ject’s label specifies its level of trust, and an object’s label 
specifies the level of trust that is required to access it. If a 
subject is to gain access to an object, the subject label must 
dominate—be at least as high as—the object label[11].

Deletion of Data
When it is time to delete sensitive or valuable data in a cloud, 
it is important to understand how that data is deleted. The two 
key aspects of data deletion, as stated in DoD 5220.22-M, Na-
tional Industrial Security Program Operating Manual 3:

a. 	 Clearing. Clearing is the process of eradicating the data on 
media before reusing the media in an environment that pro-
vides an acceptable level of protection for the data that was 
on the media before clearing. All internal memory, buffer, or 
other reusable memory shall be cleared to effectively deny 
access to previously stored information.

b. 	 Sanitization. Data Sanitization is the removal of sensitive 
data from a storage device in various situations, such as 
when a storage device is removed from service or moved 
elsewhere to be stored. It also applies to backup copies 
made for recovery and restoration of service, and residual 
data remaining upon termination of service. In a cloud com-
puting environment, data from one subscriber is physically 
commingled with the data of other subscribers, which can 
complicate matters. For example, with the proper skills and 
equipment, it is possible to recover data from failed drives 
that are not disposed of properly by service providers.[8].

Data Masking
Data masking is a technique that is aimed at reducing the risk 
of exposing sensitive information. A common data masking 
technique involves substitution of actual data values with keys 
to an external lookup table that holds the actual data values. In 
operation, such resulting masked data values can be processed 
with lesser controls than if the original data was still unmasked. 
But data masking must be performed carefully, or the resulting 
masked data can still reveal sensitive data. By example, if you 
mask salary data in an HR database by tokenizing what origi-
nally were employee names with name look up keys, the highest 
salary will probably be the CEOs [16]. 

V.	 Conclusions
As a customer of a cloud service, if a CSPs security practices are 
not in line with the value of our information, then that cloud 
service does not meet our security needs. If no other CSP will 
meet our cloud security needs, we probably need to consider 
building a private cloud or implementing a more expensive and 
sophisticated custom IT infrastructure. However, today this 
paradigm is already changing as CSPs and communities of inter-
est are starting to recognize that there is opportunity for higher 
entrance-cost clouds that cater to communities of specialized 
security and privacy needs.

Data must be secured while at rest, in transit, and in use, and 
access to the data controlled. Standards for communications 
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protocols and public key certificates allow data transfers to be 
protected using cryptography. Security strategies should be de-
ployed in the Cloud environment to achieve the triad (Availabil-
ity, Confidentiality, Data integrity). Success will be measured in 
Cloud Computing as the security issues are resolved.

 Data that a user chooses to store in the cloud may not require 
protection if it is not sensitive or if it can easily be recovered. But 
generally, protecting data is a universal requirement regardless 
of its value. There is a need to protect data, usually by means 
such as file permissions, encryption, or more sophisticated con-
tainer approaches. Identity-based access controls should be fol-
lowed to support organizational access policies. Procedures are 
also necessary to limit exposure of such data when we create 
copies or backups. Also, we need mechanisms to detect when 

the valuable resource is accessed in ways that warrant concern. 
Data or information labeling is one information security tech-
nique that has been used to great success for classified informa-
tion such as the hierarchical categories of Unclassified, Confi-
dential, Secret, Top Secret, and Compartmented.

 Data security is a significant task, with a lot of complexity, Cus-
tomers must ensure that CSP is protecting user data as well as 
its own data. The only viable option for mitigation is to ensure 
that any sensitive or regulated data is not placed into a public 
cloud. Given the economic considerations of cloud computing 
today, as well as the present limits of cryptography, CSPs are not 
offering robust enough controls around data security. It may be 
that those economics change and that providers offer their cur-
rent services, as well as a “regulatory cloud environment”. 
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